chHgridpro

MobileFront for Service Manager
Deployment Guide
Gridpro AB

Rev: 2.0.6082 (System Center 2012) & 3.0.6088 (System Center 2016)
Published: August 2016



Contents

PIEIEQUISITES .....oooovveoeeeeseeeesss v st e s s 3
WiINAoOwWS SErVEr CONTIGUIATION. ... 4
Installation

MobileFront for Service Manager ...
License Activation
Verify INSTAUAtiON ..o
Add MobileFront to the Home Screen on your device

UIDGIAAE v 15

UNINSEALLATION ettt sttt et
Software ..,
Management Packs




Prerequisites

MobileFront for Service Manager is designed for personnel on the move who need mobile
access to Microsoft System Center Service Manager™.

Important: If you are installing or upgrading MobileFront for Service Manager in a Service
Manager 2012 environment, please make sure you use a version that is lower than 3.0. If
you are on Service Manager 2016, please make sure you use an installer with a higher
version number than 3.0. If you have any questions, please contact
support@gridprosoftware.com.

Certificates

MobileFront setup creates and adds a binding to a self-signed certificate during
installation. This self-signed certificate should only be used for evaluation/test/ verification
environments. For production environments an SSL Certificated issued by an
internal/public PKI infrastructure must be used.

Server Platform Requirements
User experience has been greatly improved when
e At least Windows Server 2012 or higher
e \Windows features according to table below must be installed

Windows Server Features

NET Framework 4.5 Features
NET Framework 4.5
ASPNET 45
WCF Services
HTTP Activation

e Web Server (IIS) role must be added with role services shown in table below

Windows Server Web Server (IIS) Role Services

Common HTTP Features | Health and Diagnostics | Performance Security Application Development | Management Tools
Default Document HTTP Logging Static Content Compression | Request Filtering NET Extensibility 4.5 IIS Management Console”
Directory Browsing ASP.NET 45

HTTP Errors ISAPI Extensions

Static Content ISAPI Filters

‘Not required but recommended
e Microsoft System Center Service Manager Console

Client Platform Requirements
e HTML5 Standards Compliant Browser
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Windows Server Configuration

The following section will describe the minimum Software/\Web Server Role
Services/Windows Features that need to be installed to enable MobileFront to work
correctly. On the server that will host MobileFront for Service Manager, perform the
following steps.

Install System Center Service Manager Console with prerequisites according to
Microsoft documentation

Click Start - Server Manager

OO O

Click Add Roles and features

UK START

WHATS HEW

LEARN MORE

ROLES AND SERVER GROUPS
Roles: 1 | Server grovps1 | Sen

D = ‘Add Roles and Features Wizard [=T=1=] Click Next

DESTINATION SERVER
WEE2 contoso.com

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

Begin

To remave roles, role services, or features:

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:
* The Administrator account has a strong password

* Network settings, such as static IP addresses, are configured

* The most current security updates from Windows Update are installed

Hyou that any of the

y preceding prereq pleted, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

Next > nstal Cancel

D = Add Roles and Features Wizard

Click Next

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VKD).

® Role-based or feature-based installation
Configure a single server by adding roles, role servicas, and features,

©) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | [ Next> nsta Cancel




= ‘Add Roles and Features Wizard

DESTINATION SERVER
WEsZcontoso.com

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

ou Begin
Installation T ® Select server from the server pool

O Select avirtual hard disk

Server Pool

Filter: |

Address Operating System

Microsoft Windows Server 2012 R2

1 Computers) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Addl Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is st incomplete are not shown.

<o | [ Net>

Cancel

Click Next

& Add Roles and Features Wizard a =]

DESTINATION SERVER
82 contaza.com

Select server roles

5 Select one or more roles to install on the selected server.

< You Begin

Installation Ty

Roles Deseription

~]  Web Server (iis) provides a refizble,
manageable, and scalable Web
application infrastructure.

[ Application Server
[ DHCP Server
[ DNs Server
[ Fax Server
b [ File 2nd Storage Services (1 of 12 installed)
[ Hyperv
[ Network Policy and Access Senvices

[ Print and Document Services
[ Remote Access

[] Remote Desktop Services

feb Server (I

[ Windows Deployment Services

[ Windows Server Essentials Experience
[] Windows Server Update Services

[ Velume Activation Services

<Prevons | [ o>

Cancel

Check Web Server (IIS) role

Click Add Features in popup,
then click Next

e /Add Roles and Features Wizard

Add features that are required for Web Server (IIS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.
4 Web Server (I5)
4 Management Tools

[Tools] IS Management Console

Include management tools (if applicable)

& Add Roles and Features Wizard CIEN|

STINATION SERVER
22 contszacam

Select features

Select one or more features to install on the selected server.

Features

Installation Type Description

er Selection ~ HTTP Activation supports process
activation via HTTP. Applications
that use HTTP Activation can start
and stop dynamically in response to
worlk items that arrive over the
network via HTTP,

b [ .NET Framework 35 Features
4 [H] .NET Framework 45 Features (2 of 7 installed)
- -

Confirmation

[ Message Queuing (MSMQ) Activation
[ Named Pipe Activation
[ TCP Activation

¥l TCP Port Sha

b [ Background Intelligent Transfer Service (3IT5)
[ BitLocker Drive Encryption

[ Bitlocker Network Unlock

[ BranchCache

< Previous | [ Next>

Cancel

Click Add Features in popup, then click Next N

Check/Verify the following
Windows Features

NET Framework 4.5 Features

- ASPNET 45
- HTTP Activation
- TCP Port Sharing

Add Roles and Features Wizard |||

HITP Activation?

You cannct install HTTR Actvation unkess he followis ol services

ackd Festures | | Concel

Click Next




=} Add Roles and Features Wizard

Select role services

Before Yo Select the role senvices to install for Web Server (I5)

Installation Ty Role services

Defautt Document
Directory Browsing
HTTP Errors

Static Content

[] HTTP Redirection
[] WebDAV Publishing
Health and Diagnostics
HTTP Logging

[ Custom Logging

[ Logging Tecls
[] ODEC Logging
[ Request Monitor

< w >

[=Te =

DESTINATION SERVER
WEB2 contazo.com

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
extemal Web site or to provide an
environment for developers to
create Web-based applications.

< prevons | [ ot

Cancel

Check/Verify the following Web
Server (IIS) Role Services

- Default Document
- Directory Browsing
- HTTP Errors

- Static Content

- HTTP Logging

=} Add Roles and Features Wizard

Select role services

Select the role senvices to install for Web Server (I5)

Role services
[ Tracing
4 [ Performance

Static Content Compression
[ Dynamic Content Compression
Security

Request Filtering
[ Basic Authentication

[ centralized SSL Certificate Support

[] Client Certificate Mapping Authentication
[] Digest Authentication

[] 1S Client Certificate Mapping Authenticatic|
[ 1P and Domain Restrictions

[ URL Authorization

[0 Windows Authentication

< w >

[=Te =

DESTINATION SERVER
WEB2 contazo.com

Description

NET extensibiliy allows managed
code developers to change. add and
extend web server functionality in
the entire request pipeline, the
configuration, and the UL
Developers ean use the familiar
ASP.NET extensibility model and
rich NET APIs to build Web server
features that are just as powerful as
those written using the native C++
2Pl

< prevons | [ ot

Cancel

Check/Verify the following Web
Server (IIS) Role Services

- Static Content Compression
- Request Filtering

Add Roles and Features Wizard

Select role services

Select the role senvices to install for Web Server (IS)

Role services

Application Development
[ .NET Extensibility 3.5
NET Extensibility 4.5
[ Application Initialization
[ Asp
[ ASPNET 35
ASPNET4S
[myec]
I5AP| Extensions
1SAPI Filters

[ Server Side Includes

[ WebSocket Protocol
4 [ FIP Server

[ FP Service

Confirmation

BE |

DESTINATION SERVER
WEB2 contaso.com

Description

1IS Client Certificate Mapping
Authentication uses client
certifieates to authenticate users. A
dlient certificate is a digital ID from
trusted source. IIS offers two types
of authentication using client
certificate mapping. This type uses
1IS to offer one-to-one or many-to-
one certificate mapping. Native lIS
mapping of cartificates offers better
performance.

< revion | [ et

Cancel

Check/Verify following Web
Server (IIS) Role Services

NET Extensibility 4.5
- ASPNET 45

- ISAPI Extensions

- ISAPI Filters

Then click Next

Click Install




= Add Roles and Features Wizard

Installation progress

View installation progress

@ Festure installation

=T=hE|

DESTINATION SERVER
WeEZ contoso.com

Installaticn succeeded on Wi
NET Framework 4.5 Features
ASPNET 45
WCF Services
HTTP Activation
Web Server (1IS)
Management Tools

1S Management Console

Web Server

Application Development

ASPNET 4.5
ISAPI Extensions

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Wait until the installation is
completed, then click Close

Exit Server Manager




Installation

This section is a basic step-by-step instruction how to install the MobileFront for Service
Manager software,

MobileFront for Service Manager

MobileFront for Service Manager setup checks prerequisites, if you get an error during
setup please verify that you have fulfilled the prerequisites.

[ | IMPORTANT: Login using a user account that is a member of the local server
administrator group and has been assigned the SCSM Administrator role in System
Center Service Manager.

[ | Run MobileFront for Service Manager VXXXXXXmsi
L]

s MobileFront for Service Manager Setup - Click Next

Welcome to the MobileFront for Service
Manager Setup Wizard

The Setup Wizard will install MobileFront for Service Manager
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

h gridpro
D 14 MobileFront for Service Manager Setup - Type \X/eb Server Name that will
- —_— be used to access MobileFront
Application Configuration .
P':owldde information on how the application should be accessed and how the application and Port number, aLSO Specncy the
SB_U: a‘::ces: Sy'si:m Center Service Manager. Service Manager Management
inding Configuration .
Weh Sgrver Ngame {or alias e.g. mobilefront.contoso, com): Server name, then CUCk NeXt
[
S5L Port:
443 "Used as CN for Self-Signed Certificate
Service Manager Important: Specified port number may not

Management Server Mame (or alias .g. sm.contoso.com):

I already be in use. If it is already used in a

binding the setup will fail.

Back ” Next ‘ | Cancel




iz MobileFront for Service Manager Setup  |.= - Read Software License

End-User License Agreement Agreement carefully and if you
Please read the following license agreement carefully accept the terms Check | accept
the terms in the License
PLEASE READ THIS END-USER LICENSE AGREEMENT (”EULA") CAREFULLY ~ Agreement, then CUCk Next

BEFORE USING THIS SOFTWARE PRODUCT. BY DOWNLOADING, INSTALLING,
COPYING, ACCESSING OR USING THIS PRODUCT YOU AGREE IN RELATION TO
GRIDPRO AB (“GRIDPRO"), A SWEDISH CORPORATION WITH REGISTRATION
NUMBER 556823-7910, TO THE TERMS OF THIS EULA. IF YOU ARE ACCEPTING
'THESE TERMS ON BEHALF OF ANOTHER PERSON OR A COMPANY OR OTHER
LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HAVE FULL
IAUTHORITY TO BIND THAT PERSON, COMPANY OR LEGAL ENTITY TO THESE
TERMS. IF YOU DO NOT AGREE TO THESE TERMS, YOU SHALL NOT
DOWNLOAD, INSTALL, COPY, ACCESS OR USE THIS PRODUCT, AND YOU MUST
RFTIIRN THF YOUIR | ICFNSF KFY WITHIN THIRTY (301 DAYS T0) THF PARTY

I accept the terms in the License Agreement

Print ‘ | Back ” Next | | Cancel ‘
i MobileFront for Service Manager Setup | = [ & - Click Install

Ready to install MobileFront for Service Manager

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ” | | Cancel
iz MabileFront for Service Manager Setup | = Sl Click Finish

Completed the MobileFront for Service
Manager Setup Wizard

Click the Finish button to exit the Setup Wizard.

chgridpro




License Activation

The section below shows a step-by-step instruction how license activation is
accomplished. It is the same procedure for evaluation activation and commercial
registration. When performing a commercial activation any active evaluation licenses will
be automatically removed and replaced by the commercial license.

MobileFront License Activation Process

[

Click Apps - MobileFront for Service Manager — MobileFront License Activation

Wizard
0| e Gridpro Actvation Bl Sclect | want to request a license file,
then click Next
wizard to activate your product.
& | want to request a license file
© I 'have a license file that | want to activate
hgridpro
Back Next
O = Gridpro Actvation Bl Specify Service Manager Server Name
and License Key provided by Gridpro,
License Key obtained from Gridpro. theﬂ C“Ck NeXt
Service Manager Server Name:
[localnost
License Key
[
&»gridpro
Back Next
O = AR B Click Copy and paste the information
into a text file. Save the text file for later
Please copy and send the following key to support@gridprosoftware.com R
use. Then click Close
Copy
&> gridpro
Back i

10



Send the text file saved earlier as an attachment together with your Company
Name and License Key to: support@gridprosoftware.com. You should expect to

receive a response within 24 hours (Business days).

When you receive a response email containing a license file you can continue to the

next step.

NOTE: Be patient

Click Apps - Cridpro - MobileFront License Activation

& e AT Bl Select | have a license file | want to
This product requires activation, please follow the instructions in the aCt|Vate, then CUCk NeXt
wizard to activate your product.
" 1 want to request a license file
@ | have a license file that | want to activate
Shgridpro
Back Next
Py Girwsn B Specify Service Manager Server Name.
B Click Open License File and browse to
= the license file received from Gridpro,
Licensa File: i
[ ¢ |Open License File) and CUCk Open
Click Next
s gridpro
Back Next
& Gridpro Activation =] C[ICK Cl.OSG
Activation successful, your application is ready for use.
chgridpro

Your license has now been activated and MobileFront is ready

11
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Verify Installation

O Open a browser and navigate to MobileFront using the Web Server Name and port
entered during the installation.
Example: https.//web2.contoso.com/MobileFront

NOTE: Depending on the url and your security settings you might need to add the
site to the browser's Trusted Sites zone.

O Type Domain\Username and Password

&> gridpro Then click Log in

Remember Me

Login

O When you have sucessfully logged on you can now

a start exploring MobilFront functionality
Incidents

All Open Incidents />
My Incidents 8 >
All Incidents LA
Service Requests

Assigned To Me 1>
Manual Activities

Activities Assigned to Me o>
Review Activities

Activities Assigned to Me o>
+

12
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Add MobileFront to the Home Screen on your device

How to Add a Link Button to the Start Screen of a Windows Phone Device

Windows Phone 7/8

L

Open Internet Explorer &

L

Navigate to the MobileFront website (Example: https.//web2.contoso.com/MobileFront)

O

Tap More n then tap Pin to Start

L

You now have a MobileFront icon on your Start Screen

How to Add a Link Button to the Home Screen of an iOS Device

For iOS 7 and later

Open Safari

Navigate to the MobileFront Login Page (Example: https://web2.contoso.com/MobileFront)

Tap on the Share | 7 |icon at the bottom

Select the Add to Home Screen icon

Name your Link Button, for example: MobileFront

Tap the Add button in the upper right corner

You now have a MobileFront icon on your Home Screen

For iOS 6 and before

Open Safari

Navigate to the MobileFront Login Page Example: https.//web2 contoso.com/MobileFront)

Tap the center button in the lower part on the touch-screen

(It looks like a box with an arrow popping out of it. This is the same option you would press to add a
bookmark to your iOS device.)

Tap the Add to Home Screen button

Name your Link Button, for example: MobileFront

Tap the Add button in the upper right corner

oL OO0 ooOoooodod

You now have a MobileFront icon on your Home Screen

13



How to Add a Link Button to the Home Screen of an Android Device

Android

Open your favorite browser

Navigate to the MobileFront Login Page (Example: https.//web2 contoso.com/MobileFront)

Bookmark the MobileFront website and name it, for example: MobileFront

On your Home Screen, long-press and hold unoccupied space with your finger for
about 2 seconds

On the Add to Home Screen menu, tap Shortcuts

On the Select shortcut menu, tap Bookmark

Select the MobileFront bookmark created previously

Oo0Oo0n0 O0ood

You now have a MobileFront icon your Home Screen

14



Upgrade

IMPORTANT: Login using a user account that is a member of the local server
administrator group and has been assigned the SCSM Administrator role in System
Center Service Manager.

Run MobileFront for Service Manager vXXXXXXmsi

O O

1 MobileFront for Service Manager Setup | = | 2 - Click Next

Welcome to the MobileFront for Service
Manager Setup Wizard

The Setup Wizard will install MobileFront for Service Manager
on your computer, Click Mext to continue or Cancel to exit
the Setup Wizard.

ch gridpro

iz MobileFront for Service Manager Setup |= |2 -
Click Install to upgrade

Ready to install MobileFront for Service Manager

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ” 'E‘i‘lnsmll ‘ | Cancel |
D ) MobileFront for Service Manager Setup  |[|= |9 I Click Finish

Completed the MobileFront for Service
Manager Setup Wizard

Click the Finish button to exit the Setup Wizard.

éhgridpro
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Uninstallation

Software
Uninstalling MobileFront is done by using the control panel applet.

On the server that has MobileFront for Service Manager software installed
Click Start - Control Panel

Click Uninstall a program

Right-click MobileFront for Service Manager and select Uninstall

Click Yes

Click Yes, on User Access Control popup question

OO OO O O

Uninstallation completed

Management Packs

On a server or client with Service Manager console installed

Click Start - All Programs - Microsoft System Center — Service Manager - Service
Manager Console

Click Administration tab

Select Management Packs

In center-pane, select Gridpro.MobileFront.Configuration

Select Delete in right-pane

Oo0O0ogoQg o

Delete Management Pack 1 C U C k Yes
All data related to the management pack will be permanenthy
B\, deleted, Do you want to delete this management packe

In center-pane, select Gridpro.MobileFront.Library

Select Delete in right-pane

O O O

Delete Management Pack 1 C U C k Yes
All data related to the management pack will be permanenthy
B\, deleted, Do you want to delete this management packe

Important: Management Pack Cridpro.ServiceManager.Core.Library contains license information for several
Gridpro products, and should only be deleted if no other Gridpro product exists in the environment. If you have
any questions, please contact Gridpro Support.
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In center-pane, select Gridpro.ServiceManager.Core.Library

Select Delete in right-pane

O O O

Click Yes

All data related to the management pack will be permanenthy
by doleted. Do ol want ta delste this management pack?

Management Packs uninstallation completed
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